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OTBeT Ha aKTyalibHble Bbi30Bbl B 06n1acTun
NpPOMbILLIIEHHON KNbepbe3zonacHocTH

YcToiiuneoe pa3snTrie NPOMBILLIEHHbIX NPEANPUATUI M 06 BEKTOB KPUTUUECKO MHGPACTPYKTYpbl HANPSIMYIO 3aBUCUT
OT CTabuNbHOCTM NPON3BOACTBEHHBIX M GM3HEC-MPOLLECCOB, HAAEXXHOI 3aLLMTbl BaXXHbIX akTUBOB 1 6e30nacHoCTH
onepauunoHHoii (OT) n IT-nHepacTpykTypbl. [lOCTOSHHBIV POCT KONNYECTBA N CIOXKHOCTU KN6Epyrpos B anoxy
YeTBEepPTOW NPOMbILLNEHHOW peBontouuu, rnobannsauns uHbopmaLNoHHO cpeabl U HE06X0AUMOCTb COOTBETCTBUS
TpeboBaHNgM perynupyioLmx opraHoB — Bce 3To Noby>kaaeT opraHn3auum 3afymaTbcs 0 KOMMNJIEKCHOM Noaxoae

K o6ecneueHunio kubepbesonacHocTu.

TpeHAb NPOMBbILLNEHHOW

KVIGepﬁeSOI'IaCHOCTVI: YBenunueHune YcuneHne perynaTopHbix PocT konnyectBa OCHOBHbIE NCTOUYHMNKM
KosnyecTBa Touek Bxoaa Tpe6oBaHWi1 B OTHOLIEHUM aTaKkoBaHHbIX KOMMbIOTEPOB yrpos Ansi KoMnbloTepoB
3710y MbILUIEHHNKOB 3awmTbl KU ACY B TEXHONIOTNYeCKo
B UHPpPACTPYKTYpY, KoTopas MH}pacTPyKType — UHTEpPHET,
HaxoAuTCs Ha CTbike CbeMHble HocuTenu

OT-wulIT-cpen 1 3N1eKTpOHHasa noyTa



Hawwn knioyvesbie oTnnumns [Mouemy BbIBMpalOT Hac

C «JlabopaTopueii Kacnepckoro» y npombiLuieHHbIX OpraHM3aLuii ecTb BCE Mouyemy NpomblILNEeHHbIe NPEANPUATUS MOTY T MNONOXMNTLCS
Heobxoaumoe Ans oTpaxeHus kubeparak nob6oro macwTaba u CIOXHOCTM. Ha «JlabopaTopuio Kacnepckoro» B Bonpoce knéep3aawmrbi?

[no6anbHbIl OXBaT U MeXXAyHapoaHoe
COTPYAHMNYECTBO

Hoka3saHHasa apPeKTUBHOCTb
TexHonornm

[Mpo3pauyHOCTb N coOTBETCTBUE
cTaHaapTam

OnbIT N 3HAHNS MUPOBOIO YPOBHS

Bbicokui ctatyc B uHQyCcTpun
6e3onacHocTu IT/OT-cuctem




MblI BbICOKO LieHVM onbIT «JlaGopaTopun
Kacnepckoro» B o6nacTtu obecneveHus
Kn6ep6e3onacHOCTN NPOMBbILLIEHHBIX
cucTem, Bbicokuii npodeccroHannam

1 KOMMJIEKCHOCTb VX PeLleHunst

no cpaBHEHMIO C APYrMMY NOCTaBLMKAMU.
Bcé aTo nosBonuno cospatb
6naronpusiTHble yCNOBUS ANS Pa3BUTMUS
LenocTHoii cTpaTterun 6e3onacHocTu

B Halueil KoMnaHuu.

OHppeii Cukopa,
Metnepnxep C&A B Plzefisky Prazdroj

KomnnekcHbii nogxop oT rno6anbHOro NnocTaBLMKa
B obnacTtu IT/OT-6e3onacHocTn

CeI'OJJ,HSI npoun3BoaCcTBEHHbIM opraHu3aumnam He06xop,mma noppep>XKa Hapge>xHoro napTHepa, oGna.nalou.l.ero MHOronetTHMnMm
onbiTOM, rno6anbHom 3KCI'IepTI/I3OI7I N noHNMMaHmnem CoBpeMeHHbIX KI/I66pBbI3OBOB Ha CTblKke KoprnopaTuBHOro n npombiLIeHHoOro
npocTpaHcTBa. «J'Ia60paTopv|9| KacnepCKoro» obecneunT MHCTPpYMEeHTapuem un aHannTUKOWM, HeOSXOAVIMbIMI/I ANg oTpa>xeHus
Yrpo3, NOoMoXeT B 3KCTpeHHOI7I CUTyauum n nogenntca onbiITOM Y 3HaHUAMMN.

MpoaykThbl MpoaykThl
AOns KOpropaTMBHOW - -—----=----- -+ A9 MPOMBILLNIEHHOA
6e3onacHocTn 6e3onacHocTun

Ha6op cepsucos
—————————————— no nHpopMMupoBaHUIo
06 yrposax

Knbepb6ezonacHocTb

Ha cTbike IT/OT-cuctem

TpeHuHrn
no kubepb6ezonacHocTy

Cepeucbino aHanuay — \ _ _ _ __ _______ CepBauchl No pearmposaHuio
3aLMLLEeHHOCTYN Ha NHUMAEHTbI




[no6anbHbIli OXBaT N MEXAYHapOaHoe
V] COTPYAHNYECTBO

MopnucaHo 6onee 10 OEM-cornaweHuii
c npoussoautenamu ACY TI1, Takumm kak
Yokogawa Electric Corporation, Siemens,
Schneider Electric, Emerson, Honeywell
v apyrumu

net
onbiTa

nupepos
NB-nHpycTpun

BpeHp, n3BecTHbIN BO BCEM MUpe.
OpHa 13 KpynHewnx YacTHbIX KomnaHuii B cepe
Kn6ep6esonacHocTu

34 oduca no Bcemy Mupy

Bonee 10 net «JlabopaTopusa Kacnepckoro»
paspabaTbiBaeT 1 NnpepnaraeT peweHns ans 3awmnTbl
NpPOMbILLSIEHHbIX NPeAnpUaTUiA

Bonee 120 nupepos NIB-nHpycTpumn posepsioT
«JlabopaTopum Kacnepckoro» 3awmry

CBOUX K/IMEHTOB Yepes3 TeXHONorn4yeckoe

n OEM-napTHepcTBO

PeweHns komnaHum 3awmuialoT KpuTnyeckme
IT-nHdpacTpyKTypbl KPYNHENLINX POCCUNCKNX
6aHKOB, MPOMBbILLIEHHbIX NPEANPUITHIA,
denepanbHbIX OpraHoOB BAACTW U rockopriopauii

R&D

CeropiHa TexHonorum «Jlabopatopun
Kacnepckoro» 3awmiialoT BO BCEM MUpe:

400 MunnnoHoOB nonb3oBaTtenen

240 Tbic94 KOPNOPaTUBHbIX K/IMEHTOB

«JlabopaTopusi Kacnepckoro» BknagbiBaeT
3HauyMTeNbHble MHBECTULUY B UCC/IeA0BaHNS
1 paspaboTtky (R&D) — no 30% cBoeli npnbbinn

«JlabopaTopusi Kacnepckoro» siBnsietcst
AOBEpPEHHbIM MapTHEPOM rocyfapCTBEHHbIX
opraHu3auuii no BcemMy Mupy, B TOM umcine
WHTepnona, EBponona un pasnuyHbix
noapasaeneHuii CERT

«Jla6opaTopusi Kacnepckoro» o6napaeT NpoeKTHbIM
onbITOM BHeAPEHNS B pa3HbIX oTpacnax: Aobbiva
Nones3HbIX NCKONaeMbiX, 3NIeKTPOIHEPreTmMKa,
NPOMBILNEHHOCTb, TPAHCMOPT U Ap.



Ha CBOeM MHOrofeTHEM onbiTe
M BCECTOPOHHMUX 3HaHUSIX
06 yrposax

Kaspersky Industrial CyberSecurity
MMeeT ONTUMU3NPOBAHHbI Habop
KOMMOHEHTOB 3aLNThl MO CPABHEHUIO

C APYrVMU peLLEHNSIMMU, @ TaKXKe
oBecneunBaeT CHUKEHHYIO Harpy3Ky Ha
BbIMMCNNTEIbHBIE pecypcbl, 6naropaps
4YeMy HallW TEXHONOrMYEeCKMe NPOLIECChI
oCTaloTCs HENpepbIBHBIMU.

Mapart XanduH,

HauanbHuk otaena ynpaeneHus
KoprnopaTueHbiMu cepBucamm LLUKT
MAO «<KAMA3»

[Mepeposbie TexHonornm sawmtbl ACY Tl

Ins o6ecneyeHns knbepbe3onacHOCTM NPOMbILLNEHHbIX NpeanpusaTuii «JlabopaTopus Kacnepckoro» npepnaraet
pelweHue Kaspersky Industrial CyberSecurity. [poaykTbl u cepBUChI B cOCTaBe 3TOro peLueHns 1 NpoAyKTbl «JlabopaTopun
Kacnepckoro» pnsi kopnopaTueHoii 6e3onacHOCTY AOMOMHSIOT APYT ApPYra u 06beAnHeHbl B eANHYI0O 9KOCUCTEMY.

BawuwaeT paboyne cTaHUUN U CEPBEPDI AHanusupyeT Tpaduk Ha ypoBHe
B pamKax MpoMbILLNIEHHO ceTu NPOMbILUSIEHHbIX NPOTOKOJIOB

MoppobHee MoppobHee
YHukanbHagq KomMaHaa
NB-akcnepToe «JlaGopaTopun KasperSky KasperSky
LC1810510 4000 LA Industrial Industrial
cospaBaTb 3pdeKTNBHbIE . .
pelueHNs ANs 3aL4UTbI CyberSecu rity CyberSecu rity
OT CaMbIX CJTOXKHbIX U onaCHbIX
knbepyrpos, 6asupysce for Nodes for Networks

MpoAyKTbl TeCHO B3aMMOCBS3aHbl MeXAy coboii


https://ics.kaspersky.ru/products/#tab-2
https://ics.kaspersky.ru/products/

CotpyanuuecTtso HIIMK n «JlaGopatopun
Kacnepckoro» He orpaHnunsaeTcs
MUAOTHBIMMN N KOMMEpPYECKUMU
BHeApeHNsMuU, a ckopee aBnsaeTcs
nepcneKkTUBHLIM TEXHONOTNYECKNM
napTHepCTBOM.

Ceprelii CnayTa,
[vpekTop AvpeKuNn No aBTomaTn3aunm
TexHonornyeckux npoueccos, HIIMK

OGHaPY)KI/IBaeT OTKJ/IOHEeHUSA B TeXHOJ1IOrM4YeCKOM
npouecce Ha camom paHHemM aTtane

MoppobHee

Kaspersky
Machine Learning
for Anomaly
Detection

Kn6epnmyHHas onepaunoHHas cuctema
KasperskyOS B ocHOBe yMHbIX cucTeM
ynpasneHus, wno3oB, NJ1K n gpyrux komnoHeHTOB
loT o6ecneunBaeT nx 6ecnepeboiiHyto paboTy

MoppobHee

KasperskyOSe

SawwuTa BO3AYLWHOro npoctpaHcTBa Npon3BoAcTB
OT 6eCNUNOTHbLIX NleTaTeNbHbIX annapaTtoB

MoppobHee

Kaspersky
Antidrone

O6ecneunBaeT MOHUTOPUHI CUCTEM UHTEpHEeTa
BELLEN 1 3aluLLLaeT nx oT kubeparak, 6asupyeTcs
Ha onepauuoHHoli cucteme KasperskyOS

Moppo6Hee

) Kaspersky
777~ ) loT Secure Gateway



https://mlad.kaspersky.ru/
https://os.kaspersky.ru/solutions/kaspersky-iot-infrastructure-security/
https://os.kaspersky.ru/
https://antidrone.kaspersky.com/ru/
https://scad.kaspersky.com/

HokasaHHas 9 PeKTUBHOCTb
TEXHOJIOrni

Gartner
peerinsights

customers’
choice

2020

FORRESTER

NATHE RaDICATI GROUP, INC.

!‘ ‘J ATECHNOLOGY MARKET RESEARCH FIRM

O PekTUBHOCTb TEXHONOINIA U AKCMEPTHBIX 3HAHUIA
«JlabopaTopuu Kacnepckoro» noareepxaeHa BeayLmmm
aHanuTnyecknmmn areHtcTBamm (Gartner, Forrester, Radicati
Group, Frost & Sullivan u gpyrumw)

OkoHomuueckas apPekTUBHOCTb U peHTabenbHOCTb
nHBecTuumii oT BHeppeHua Kaspersky Industrial
CyberSecurity 6bin1 noaTBepXXAeHbI BEAYLLNM
aHanuTnyecknm areHTcTBom Forrester B pamkax
npoBeAEHHOro NccneaoBaHus

Monpo6Hee
Moppo6Hee

MOST TESTED'
MOST AWARDED
KASPERSKY PROTECTION

*kaspersky.com/top3

MpoaykTbl «JlabopaTopum Kacnepckoro» exeroaHo y4yacTeyioT

B LUMPOKOM Habope He3aBMCUMBIX TECTOB 1 nccnepoBaHuii. B 2020
roay npopykTbl «JlabopaTopum Kacnepckoro» npuHsanu yyactume

B 62 He3aBUCUMbIX TecTax U o63opax v 3aHsnv [IIESES

a TaKk>e BOLUMW B TON-3 NPOAYKTOB Mo pe3ynbTatam 50 TecToB

ﬂeCﬂTKI/I YCneLwHbIX NPOEeKTOB No BCemMy Mnpy
B MHAYCTpUasibHOM CermeHTe C OTKPbITbIMU
nctopuamm ycnexa

Moppo6Hee

Monpo6Hee


https://www.kaspersky.ru/about/awards
https://ics.kaspersky.ru/media/Forrester-TEI_Kaspersky-ICS-RU.pdf
https://www.kaspersky.ru/top3
https://ics.kaspersky.ru/resources/#stories


PelueHne nomoraeT opraHusaunsm
COOTBETCTBOBAaTb AECTBYIOEMY
3akoHopaTtenbcTey PD B chepe
6e3onacHocTun o6bekToB KUW.

B YacTHOCTW, OHO NO3BONSIET BLINOHUTD
TpeboBaHWs 3aKOHOAaTeNbCTBA B YacTh
o6Hapy>XeHusl, npeaynpexaeHns

M NNKBUAALMMN MOCeACTBUIA aTak,
MHPOPMMpPOBaHNS O KOMMbIOTEPHbIX
MHUMAEHTaX, a TakXe YyCTaHOB/IeHNs
MPVYVH 1 YCNOBUIA X BOSHUKHOBEHMUS.
BcTpoeHHbiii moaynb locCOMKA
HanpsMyio 06MeHMBaeTCs AaHHbIMN

06 uHumpgeHTtax c HKLKW.

Okocuctema IT-6esonacHocTU ¢ COOTBETCTBMEM TPpeboBaHUAM

OkocucTtema «JlabopaTopum Kacnepckoro» — aTo KOMMIEKC TECHO UHTErPUPOBaHHbIX TEXHOOIMIA U peLUeHNiA, OCHOBaHHbIX
Ha aKcnepTu3e U MHOroneTHeM NpakTuieckom onbiTe. bnaropaps akocucteme, KomnaHuUM N3 NPON3BOACTBEHHONO CEFMEHTA
MOHMMAIOT, YTO MPONCXOAMNT Ha CTbIKE KOPNOPaTUBHO N MPOMBILLNIEHHOW Cpeabl, M FOTOBbI YCMELLHO OTpa)kaTb aTaku nioboro
macwTaba n cnoxHoctu. Kpome Toro, oHn obecnevnBaloT COOTBETCTBME CBOE KOMMNaHNU TPEBGOBaHMAM PEerynnpyroLwmx
OpraHoB, B TOM YMCJle OTHOCUTENbHO 3awnTbl 06bekToB KNW.

OpHVM 13 KNloYeBbIX KOMMOHEHTOB akocucTeMbl knbepbesonacHocTu siBnsieTcs [EET 8 AT LY T iTeTi e
[FEGEEIT — pewenune knacca SIEM, npeaHasHaueHHoe ans LeHTpanusoBaHHoro c6opa, aHanu3aa u koppensiuum Nb-cobbiTuii
M3 pasfIMUYHbIX UICTOYHMKOB AaHHbIX A9 BbiSBIE€HUSI NOTEHUNanbHbIX KW6epUHLMAEHTOB Y CBOEBPEMEHHOI NX HETpanu3auum.

Moapo6Hee PelwweHus PeweHuns
--------- «JlabopaTopun ------- CTOPOHHUX
Kaspersky Kacnepckoro»: NOCTaBLUMKOB

.}{. Unified Monitoring
<Y~ ) and Analysis
Platform

. AN KoprnopaTUBHOI
6esonacHocTU

‘ ang HpOMbILIJneHHOVI
6esonacHoCcTU



https://kuma.kaspersky.ru/

[Mpo3pauHoCTb N cOOTBETCTBUE
cTaHpapTam

Moppo6Hee

Moppo6Hee

Ceptnoukaumua ®Cb n PCTIK

MpopaykTbl «JTaBopaTopun Kacnepckoro» cepTudpuumpoBaHsbl
DCB n ®CTIK Poccum n BxopaT B eAnHbIN peecTp
oTeyecTBeHHoro MO

AyounTtbl oT TUV AUSTRIA

Mo pesynbTaTam NpoBeAeHHbIX ayanTos komnaHueid TUV AUSTRIA:

«Jla6opaTopus Kacnepckoro» noaTeepaunna cooTeeTcTene Tpe6oBaHNSM
MeX/AYHapOoAHOro CTaHAapTa CUCTEM MEHEeAXMEHTa NHPOPMaLIMOHHOIA
6esonacHocTnISO/IEC 27001

Kaspersky Industrial CyberSecurity for Networks nonyunn ceptugukar

IEC 62443-4-1, koToOpbIii NOATBEPXAAET COOTBETCTBUE BbICOKUM Tpe6GoBaHUaM
Kk 6e30MacHOCTU XXM3HEHHOTO LnKa pa3paboTkn NpoAyKTOB ANns
MCMNonb30BaHNS B MPOMbILLIIEHHbIX KOMMaHUSAX

CrtanpapTt SSAE 18

«JlabopaTopus Kacnepckoro» ycnewHo npouwna ayaut SOC 2
Type 1B cooTBeTCTBUM cO cTaHAapTom SSAE 18, npoBoanmbiii
KOMMaHuel n3 «6onblUoi YeTBEPKIN»

Global Transparency Initiative

«JlabopaTopus Kacnepckoro» nogaepyxusaet rnob6anbHyio
VMHMUMaTuBY No uHpopmMaumnoHHoii otTkpbitocTu (Global
Transparency Initiative)

Moppo6Hee

:

Hekommepueckas opraHusauusa MITRE Corporation
npucsounna «JlabopaTtopun Kacnepckoro» ctatyc CVE
Numbering Authority (CNA)

Bonee 80 cepTudpurkaToB o coBMeECTUMOCTUN
c o6opynosaHuem sBeHgopos ACY TI1

Moapo6Hee

PeweHna «JlabopaTopun Kacnepckoro» nomorator
opraHn3aumnsim cCooTBeTCTBOBaTb TpeboBaHnam
3akoHopaTtenbcTBa PP B o6nacTn 6esonacHocTun
KWW, B ToMm Yncne K NoCTpoOEHMIo LLEHTPOB
FfocCOMKA

)

Moppo6Hee

Mo pe3ynbTaTam npoeepeHud ayauta SDL
cpaBHUTeNbHaga oueHKa peanusauum npaktuk SDL
B «JlabopaTopum Kacnepckoro» oTHocuTenbHO
BbIBOPKM OTeUEeCTBEHHbIX KOMMaHUii cocTaBnsieT
10/10 6annnose

Moppo6Hee


https://www.kaspersky.ru/about/transparency
https://ics.kaspersky.ru/media/fstec_kicsnetworks.pdf
https://ics.kaspersky.ru/media/FSTYEK_3907_KICS.pdf
https://ics.kaspersky.ru/resources/#certification

https://ics.kaspersky.ru/media/SDL-audit-Ru.pdf
https://gossopka.kaspersky.ru/

CoTtpyaHuuecTso c «JlabopaTopueit

‘ ‘ Kacnepckoro» B pamkax cepsucos
Kaspersky Threat Intelligence
npeaocTaBUIO HaM BOSMOXXHOCTb
No-HOBOMY B3r/ISiHY Tb HA COBPEMEHHbI
naHpwagT kMbepyrpos.

lOpwii LLexoBLoB,

[vpekTop no nHpopMaunoHHbIM
TexHonorusm, Yepenoeeukuii
MeTannypruyeckuii KombuHaT

FORRESTER

The Forrester Wave™:
External Threat Intelligence Services Q1, 2021

«Jla6opaTopus Kacnepckoro»

npu3HaHa nnaeg B o6nacTtu cepBucos

onepaTMBHOro MHGOpMUpPOBaHUS
o Kubepyrposax

OTueTbl 06 yrposax gna ACY Tl -~ -

HocTyn no noanncke kK noprany
C peryngpHbiMy oT4yeTamuy o6 aTakax, yrposax
1 ySI3BUMOCTSIX, XapakTepHbix ansa ACY Tl

MepcoHannsnpoBaHHaa ------------

aHanInTunkKa

MepcoHanuaupoBaHHbIi HaGop aHaNUTUKKU
[N KOHKPETHOro PErnoHa NN oTpacnu

AHanntunka o knbepyrposax gna ACY TTI1

MpoTnBoAeiicTBUE COBPEMEHHbIM KMGEpyrpo3amM TECHO CBSI3aHO C MOHUMAaHUEM NOJIHOW KapTUHbI TaKTUK, TEXHUK 1 MpoLeayp,
ncnonb3yembix 3n0yMblwneHHukamu. O6napag netabaitamyn noAapo6HbIX AaHHbIX 06 yrpo3ax, «JlabopaTopus Kacnepckoro»
npepocTaBngeT opraHn3aLamM AOCTOBEPHbIE aHanMTNYeckne aaHHble 06 yrpo3ax co BCero Mupa B pa3Hbix ¢opmarax,

yYTo NomoraeT obecneunBaTb 3alNTY faxe OT paHee Hem3BeCTHbIX knbepaTtak. Bce nccneposaHuns, cBi3aHHble C aHANVUTUNKOIA
yrpo3 pna ACY TI1, npoeoasTtca komaHpoii Kaspersky ICS CERT.

e - MoTokun aaHHbIX 0 BMNO ana ACY TN

Moppo6Hee
NHpukaTopbl komnpomeTaumn (loC)

----- M MeTafaHHble AN HTerpauum
¢ SIEM-cuctemamun

Kaspersky
ICS Threat

Intelligence
----------------- MoTokn AaHHbIX 06 YS3BUMOCTSIX

ACY TN

TouHas u akTyanbHasi MHGopMaums ans
BbiSBNeHUs ya3BuMocTel B ceTax ACY Tl


https://ics.kaspersky.ru/expert-services-and-intelligence/

B xofie TpE€HMHra Mbl NOy4MAN MHOrO
nonesHoi nHopmMaLmMm 1 NpakTUYECKNX
HaBbIKOB, MPUMEHUMBIX B paboTe. XoueTcs
OTAENbHO OTMETUTb, YTO TPEHVHT NPOBOAAT
3aKCNepThl C peasibHbIM NpaKkTUYeCckum
OMbITOM, FOTOBbIE OTBETUTb Ha Nlto6oi
BO3HMKalowWwwmii Bonpoc. Metoponorus
KPUMWUHANNCTUKN, KOTOPYIO Mbl MOAy4nnn,
anpo6upoBaHa noa NPON3BOACTBEHHbIE
cucTeMbl U ¢ nerkocTbio 6yaeT BHeapeHa
B HaLLV NPOLIECChbl.

CepreiilloBbiwes,

Crapluii MeHeaXep rpynmbl 3aLnThI
NPOV3BOACTBEHHBIX CUCTEM YNpaBneHus
nHdopmaLmoHHoli 6esonacHocTy

MAO «CeBepcTanb»

TpeHnHru B obnactn npombileHHon KnbepbesonacHoCTU

Kaspersky

Security
Awareness

ICS
CERT

Kaspersky
ICS CERT Training

[MoBbieHne Kn6eprpaMmoTHOCTH
COTPYAHMKOB

BHeppeHune TexHn4ecknx cpeacTs obecneveHuns
6e30MacHOCTU — 3TO NNLb YacTb CTPaTErnn 3aLmUThbl
NpoMbIWEeHHbIX cpep. [MoBbileHne ocBefoOMIEHHOCTH
COTPYAHUKOB CTOJIb XK€ BaXKHO, Tak Kak BCEro oaHa
owmnbKa COTPyAHMKA, HE 3HaKOMOro C OCHoBamMu
Kn6ep6e3onacHoro noBeAeHNs, MOXeT MPUBECTM

K cepbe3HOMY MHLMAEHTY. «JlabopaTopusa Kacnepckoro»
npepnaraeT KOPOTKNE, HO MHTEHCUBHbIE OByuYalowe
KYpPChbl ANS psSiAoBbIX COTPYAHUKOB npeanpusatuin, ana 1T/
OT onepaTtopoB, uHxxeHepos ACY Tl1, a Tak>xe urposbie
TPEHWHIU Mo NPoMbILLNIEHHON KnbepbesonacHocTu

ANS pyKoBoauUTene.

[Mony4yeHne aKcnepTHbIX 3HAHWIA

Cneumnanuctam B o6nactu 6e3onacHoctu IT/OT cnepyeTt
NOCTOSIHHO NOBbILLIATL CBOM YPOBEHb 3HAHWUI U OTTauMBaThb
npodeccuoHanbHble HaBblku. [locTosHHOE pa3BuTHE —
3anor ycnewHoi 60pb6bl ¢ knbepyrposamu. OpraHmsauuu
MOFYT NOBbICUTb 3KCMEPTN3Y CBOUX SKCMEPTOB C MOMOLLbIO
TpeHuHros Kaspersky ICS CERT Training.


https://www.kaspersky.ru/enterprise-security/security-awareness
https://ics.kaspersky.ru/trainings-and-awareness

OnbIT N 3HaHUS MUPOBOIO YPOBHS

B «JlabopaTopun Kacnepckoro» pabotaet 6onee
4000 BbicokokBannpULMpPOBaHHbIX CNeLnanncTos,

1/3 nz koTopbix — [POETEIE

«JlaBopaTopusi Kacepckoro» umeeTt cob6¢cTBeHHOE
meXayHapopaHoe noapa3saeneHue Kaspersky
Industrial Control Systems Cyber Emergency
Response Team (ICS CERT), koTopoe HaueneHo

Ha KoopAnHaLuuio AeicTBNA Npon3BoanTenen
cucTeM aBTOMaTU3aLuMu, BlafeNbLEB M onepaTopos
npoMbiLNIeHHbIX 06bEKTOB, UCccnepoBaTenei
MH$OPMAaLIMOHHOI 6€30MacHOCTU NPU peLIeHUN
3apad 3aWMThl NPOMbILLIEHHBIX 06 EKTOB
KPUTUYECKIN BaXKHbIX UHGPACTPYKTYP
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KomaHpa pa3paboTynkoB pelueHuniA 419 3alnThl
NPOMbILUNEHHbIX 06bEKTOB HAaCUNTbIBAET
400 yenosek

u
G R EA1 GLOBAL RESEARCH
& ANALYSIS TEAM

B ocHoBe pelueHuii n cepeucos «JlabopaTopun
Kacnepckoro» nexat 3HaHUsi 06 aHanUTU4ECKNX AaHHbIX
o macwTabHbix APT-aTakax, nony4YeHHbIX rnob6anbHbiM
LleHTpPOM UccnepoBaHus 1 aHanun3aa yrpos «Jlabopatopuu
Kacnepckoro» (GREAT)

MITRE | ATT&CK

«JlabopaTopus Kacnepckoro» aBnsieTcs KOHTpuGblOTEPOM
aHanNUTUNKM o KMGepyrposax Ans pasMyHbIX MMPOBbIX COOBLLECTB,
B TOM Yncne ana komnaHum MITRE c Lenbio noBbieHns kayecTsa
MX MaTpULLbl TaKTUK N TEXHUK 3n0yMbiwneHHukos ATT&CK

«JlabopaTopusa Kacnepckoro» oTKpbITO AENUTCS
nHpopmauueri 060 Bcex HalyMeBLUUX BPEAOHOCHbIX
KamMnaHuWsX, NonaBLnNX B 30HY MPUCTanbHOro
BHUMaHUs akcnepToB «JlabopaTopum Kacnepckoro»
(B TOM Uncne c nomoLLbio NpoekTa «XpoHuKa
LeneBbIx Knbeparak»)

Moppo6Hee


https://ics-cert.kaspersky.ru/
https://apt.securelist.com/ru

Ba)kHeliumm npuoputeTom Ans Hac
SBNSieTCS BONPOC 3alNLLEHHOCTN
AO «MOCTA3» oT kn6epyrpos, NoaTomy Mbl
o6paTunuce k akcnepTtam «Jlabopatopun
Kacnepckoro», koTopbie nposenu
AeTanbHblli aHaNN3 Halel MPOMBbILLNIEHHOW
nH$pacTpyKkTypbl n 6e3onacHo
MHTEerprnpoBanu cneunann3mpoBaHHoe
pelueHune no kmbepb6esonacHoctn ACY Tr1.

AnekcaHap KyauH,
3amecTuTenb HavanbHUKa YnpaeneHus
nHopmaTtusauum, AO «<MOCIrA3»

DKcnepTHble CEPBUCHI

MpurBnekas BHELWHNX 3KCNEPTOB, Bbl CMOXETE NPOCYNTaTb BO3MOXHbl€ BEKTOPbI CIOXHbIX aTaK U Mofy4YnTb NpakTu4eckue
pekomeHpauum no 6opbbe c HUMU. «JlabopaTopusa Kacnepckoro» — aTo HageXHbIil NapTHep, o6napatowmii rny6okoi
3KCMepTN30i1 1 ONbITOM OKa3aHUsl CEPBNCOB, KOTOPbI MOMOXET B SKCTPEHHOU CUTYaL MK, OLLEHUT TEKYLL,ee COCTOAHNE
3alMLLLEHHOCTN CUCTEM 1 NoMoXeT 3¢ PeKTUBHO NpopearnpoBaTh Ha CNIOXHbIE UHLUAEHTDI.
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CepBuchbl «JlabopaTopumn Kacnepckoro»

OkcnepTHble cepBuchl Kaspersky Industrial CyberSecurity

Kaxnaﬂ npomMbilneHHasa
cpena yHuKanbHa, No3TOMY Mbi Kaspe I‘Sky nomoraloT ycunutb kubepbesonacHocTb opraHn3auunia
ajanTMpyem Halluu cepBUCHI ICS CERT Se rViceS 1 BK/llOYaloT aHaAn3 3allnLLeHHOCTN, TecTupoBaHmne

noa KOHKpeTHYlo oTpac/ib

Ha MPOHMKHOBEHNE, pearmpoBaHne Ha UHUNAEHTbI

1 uNPpPOBYIO KPUMUHANNCTUKY. DKcnepTol «JlabopaTopumn
Kacnepckoro» pacnonaraioT o6LWMpHbIM MeXAyHapOoaHbIM
onbiToM B o6nacTu o6ecneyeHus knubepbesonacHocTun
NPOMBILLNEHHbIX MPeANPUATUA pa3nnYHbIX oTpacnei

M UCNONb3YIOT €ANHbIA CTPYKTYPUPOBaHHbIA Noaxon,

K naeHTUdUKaLMN akTyanbHbIX MPOMBbILLNEHHbIX YFPO3,
nccnepoBaHuio U NpeaoTBpaLLEeHNIo KN6epNHUNAEHTOB.



https://ics.kaspersky.ru/expert-services-and-intelligence/

@ Bbicokuii cTaTyc B UHAYCTpPUU
> 6esonacHocTn IT/OT-cuctem

FROST ¢& SULLIVAN

«Jla6opaTopus Kacnepckoro» npusHaHa mexayHapoaHoI «JlabopaTopusi Kacnepckoro» — nocTosiHHbIN
KoMnaHueli roaa Ha pbiHKe NpoMbiLNeHHol kKnbepbesonacHocTn y4acTHUK B paccfiefoBaHNgX 1 onepaumsix
B 2020 ropy no gaHHbIM Frost & Sullivan no NpoTUBOAENCTBMIO KNGepyrpo3am COBMECTHO

C MeX/AyHapOoAHbIMU OpraHM3aungamMmu, Takummn
kak NIHTepnon n EBponon u ueHtpamun CERT
no Bcemy mMupy

VDC|Research

«JlabopaTtopusa Kacnepckoro» crana o6napaTtenem nnaTMHoOBOIA «JlabopaTtopus Kacnepckoro» nogaepxuvsaeT
Harpaabl VDC Research 2020 B kaTeropun «lpombiuneHHas e Co06LLEeCcTBO 3KCNEPTOB B 061aCTN MPOMBILLIEHHOA
6e30nacHOCTb» 3a peLeHns AN NPOMbILLIEHHOTro 6e30MacHOCTI 1 €XXeroaHo NpoBoANT KoHpepeHuU Mo

VMHTepHeTa Beluel Kaspersky Industrial Cybersecurit

roe cobvpaeT BegyLLMX 3KCNEPTOB CO BCEro Mypa
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B
G industrial inferet e
CONSORTIUM

«JlabopaTtopusa Kacnepckoro» — uneH koHcopunyma
npombilneHHoro nHTepHeta (Industrial Internet Consortium)


https://ics.kaspersky.ru/conference/

3akntouyeHne

Yucno aTak Ha NpombiLL/IEHHbIE cUCTEMbI, B YacTHocTU Ha cuctembl ACY TN un SCADA, npopomxaet pacTtu. [Mpun atom
TPaAVLMOHHbIE pelleHNsl He CMOCO6HbI 3aLMTUTbL NPOMBILLNIEHHbIE CPeAbl OT CNeLnanm3npoBaHHbIX Knbepyrpos.

MimeHHO NoaToMy ceroaHsi Kak HUKOrAa BaXKeH BbiI6op HafAeXXHOro napTHepa, KoTopbiii o6nagaeT aKCcnepTN3oii Ha CTbike
NPOMBbILLIIEHHOI 1 KOpNOpaTMBHOI Kn6ep6e30nacHOCTU 1 FOTOB NPEAIOXUTb KOMMIEKCHbI/ NOAXOA, CMOoCcOo6HBbIN o6e3onacuTb
WHAYCTPUasbHYIO 1 KOPMOPATUBHYIO CPEeAy OT aKTyanbHbIX KN6epyrpos.

SawwmTute

«JlabopaTopusa Kacnepckoro»

Ba |_|_|y HpOMbIIJJﬂeHHYIO B pamMKax Ka_spersky Industrial )
Cybersecurity npegnaraeT nosnHbiii
apceHan paclMpeHHbIX 3aLNTHbIX

I/IHdDPaCprKTypy TEXHOMNOrniA, LOCTOBEPHYIO 1 MOMHYIO

c nomoupio Kaspersky RN T e ek o

= . npombILNeHHoN 6e3onacHocTH

Industrial CyberSecurity ’

MoppobHee

www.kaspersky.ru
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